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Introduction

Do you know what spyware is and why it is dangerous? This chapter
introduces the concept of spyware and explains how to get started
protecting your computer using SpyCatcher.

Terms you should know:

adware Software that installs itself on your system without your
knowledge and displays advertisements when you browse the
Internet

Trojans A form of malware (malicious software) that installs other
malicious software on your computer

hijacker A file that takes control of your web browser’s settings to
change your homepage, search page, or other default pages
to point to web sites owned by the hijacker

mailer A program that sends unsolicited email, usually in huge
quantities
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What Is Spyware?

Spyware is software that hides on your computer and records the web
sites you visit, the keys you press, and almost everything that you do on
your computer. You oftentimes download spyware without knowing it. It
can collect information about you and secretly send it to the originator
using your Internet connection.

For example, you can download a game, and spyware can be
downloaded at the same time. Usually, the motive is for advertising
purposes. However, sometimes the motive is more malicious.

Spyware is today’s fastest-growing threat to Internet users and is also
proving one of the most difficult to solve.

How Can SpyCatcher Help You?

SpyCatcher uses advanced technology to detect and disable thousands
of spyware, adware, Trojans and more. SpyCatcher updates itself
automatically to provide constant and immediate protection.

SpyCatcher is a tool that finds spyware on your computer and allows you
to disable it. It is easy to use and keeps your computer safe from adware
and malicious software programs.

After you set up SpyCatcher to scan your computer regularly, it alerts
you whenever it detects spyware or other suspicious programs.
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GettingStarted

This section explains how to install and uninstall SpyCatcher. It also
explains the Status page.

Terms you should know:

RAM (Random Access
Memory)

The memory you need when programs are
running

policy Actions to take on various categories of
spyware

tracking cookie Also known as a spyware cookie, tracks
your movements as you surf between sites

system crippling
applications

Applications designed to harm your
computer and the devices attached to it
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Step Action

4. If you want to place the folder in a location other than the
default, click Browse and choose your location. Otherwise,
click Next. The Select Additional Tasks dialog box is
displayed.

Note: By default, a desktop icon is created for you. If you do
not want one, de-select Create a desktop icon.

5. Click Next. The Personal Information dialog box is displayed.

Note: By default, you will be informed about software updates,
downloads and customer news. If you do not want to be
informed, de-select the check box.

6. Enter a valid email address. The Ready to Install dialog box is
displayed.

7. Click Install. When the installation is complete, a completion
message is displayed.

8. Click Finish. To continue, you must enter your registration
number located on the back of your CD envelope.

9. To launch SpyCatcher, click the SpyCatcher icon located on
your desktop.
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Configuring SpyCatcher

Once SpyCatcher is installed, it is time to set it up. You do this with the
Configuration Wizard, which is displayed after the installation is
complete. The Configuration Wizard lets you stop spyware that is
currently running on your computer and protect it in the future.

To configure SpyCatcher:

1. At the SpyCatcher Configuration dialog box, click Next.
Follow screen instructions to complete the configuration.
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Step Action

2. The Automatic Updates page is displayed. Here you can
set how often to receive automatic updates. Select your
preferences, and click Next. A quick scan begins. The
Spyware Detected page is displayed. From here, you can
select an application and quarantine it.

3. Click Next. The Suspicious Files page is displayed. Here
you can select an application and select a policy for it.
Click Select Policy. The Suspicious File Wizard is
displayed. Refer to the Using the Suspicious Files Wizard
section for more information.

Note: If you select to allow the file, SpyCatcher
remembers to allow the file in the future. You can always
change your policy about the file later.

4. Click Next. The Tracking Cookies page is displayed. If
you want to remove tracking cookies during a scan, click
the check box.

5. Click Next. The Spyware Reports page is displayed.
SpyCatcher can send an anonymous report to help
improve the spyware database.

6. Click Next. The Scheduled Scan page is displayed. Here
you can schedule scans.

7. Click Next. You are ready to start. Click Finish.
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Removing SpyCatcher from your Computer

When you uninstall SpyCatcher, you remove it from your computer.

To remove SpyCatcher from your computer:

1. Click Start – All Programs – SpyCatcher – Uninstall
SpyCatcher. A dialog box displays this message:

Are you sure you want to completely remove
SpyCatcher and all of its components?

2. If you do, click Yes. The SpyCatcher Uninstall page is
displayed, and a dialog box displays this message:

Uninstalling SpyCatcher removes its Reinstall
Shield. Old spyware and adware will be able to
reinstall themselves. Are you sure you want to
uninstall SpyCatcher?

3. Click Yes. A dialog box displays this message:

SpyCatcher was successfully removed from your
computer.
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ScanningforSpyware

This section explains how to scan for spyware using SpyCatcher.

Terms you should know:

memory The place where the information for running
programs is stored

traces detected Files that are detected after a scan

registry A repository of information about your computer

virus/spyware
installer

An application that gets other programs from the
Internet and installs them on your computer

worm A program designed to copy and spread itself
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Running a Scan

Scanning your computer finds any spyware programs that are running at
the time of the scan.

To scan for spyware:

1. Click the Spyware Scan tab to display the Spyware Scan
page.

Here, you can scan your computer for active and dormant
spyware threats, schedule automatic scans, choose scan
options, and view when the last update and scan occurred.


